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PRESS RELEASE
Office of Chief Norman Shiflett

Friday, April 04, 2014
Front Royal Police Chief Norman Shiflett warns that cybercriminals are at it again.  There are new scams circulating around the country on a daily basis and it is affecting citizens in our community.  
A telephone call or an email is sent to unsuspecting people by cybercriminals, who pretend to be from “Microsoft Tech Support” claiming that the person’s computer has a malware virus.  The “Microsoft Tech Support” then provides them with a website address that it asserts will fix the virus and other issues the person might have with their computer.  
Once the specified website is accessed, cybercriminals are then able to install malicious software that could capture sensitive data, such as online banking user names and passwords.  The cybercriminals can also change the settings on a person’s computer remotely to leave their computer vulnerable for further attacks.
Chief Shiflett advises that most, if not all, well-known companies will not make unsolicited phone calls or emails to ask for personal or financial information nor will they  request you click on a link to a website to fix a problem you didn’t know you had in the first place.  The “Microsoft Tech Support” is just one of many fraudulent identities that are being used.  PayPal, Chase Bank, and eBay are just a few legitimate companies that have alerted consumers that their company names are being utilized to scam people. 
The best method to protect yourself from cybercriminals is to never give control of your computer to a third party unless you can confirm that it is a legitimate representative of a company that you are already a customer.  Also, never purchase any software or services over the phone or from an unsolicited email, and never provide your credit card or financial information to anyone over the phone or website.  Chief Shiflett recommends getting the contact information of the person calling/emailing and then verifying that information with your known provider. 
BLENDING THE BEST OF THE FUTURE WITH THE BEST OF THE PAST


